
The Great Disconnect:

Understanding cyber 

risk management in 

the maritime industry



“Cyber security disconnects 
exist not just internally within 
maritime organisations, but 
across the maritime supply 
chain, and in how the industry 
approaches investment and 
risk.”
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Recommendations 
to industry



Recommendations to industry

1. Set up a dedicated cyber security 
directorate within fleet operations 
that covers  both IT and OT security



Recommendations to industry

2. Implement a comprehensive cyber 
incident training and drill programme



Recommendations to industry

3. Develop minimum security 
standards for suppliers and partners



Recommendations to industry

4. Conduct an urgent review of 
insurance policies and seek legal 
guidance on ransom payments
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